Abstract. Public security is an important issue for a society. With the massive increase in electronic data availability over the last few years, characterising and predicting crime has become a task that can be approached using different data mining techniques. However, previous studies have concentrated on the spatial patterning of crimes without investigating potential predictors or causes. In this paper, we use a range of data mining techniques to analyse criminality using a data base of crimes from the municipality of General de Escobedo in Nuevo León, México. We show that different types of crime -domestic violence, residential robberies and business robberies -have quite different profiles, both from the point of view of the characteristics of the robberies themselves and from the underlying socio-demographic and socio-economic factors that influence them. We create predictive models for these three crime types and discuss how the results can be used to predict and reduce crime risk.
Introduction
Crime and security are issues that are almost always at the forefront of the publics mind. There are a wide variety of crimes that can afflict a society or a certain population: from business robbery, home robbery and domestic violence to homicides and kidnappings. There are many questions that can be posed that are relevant to understanding both crime patterns and also the risk factors associated with different crimes. Are all populations equally at risk for a given crime? What are the underlying socio-demographic and socio-economic factors associated with a given crime? In this big data age, recently, data mining techniques have been brought to bear on this type of problem [1] [2] [3] [4] [5] . Many of these studies have focused on the spatio-temporal patterns of crime using unsupervised learning. Such analyses, although providing useful intelligence, do not make potentially causal links to underlying socio-economic and socio-demographic variables as potential risk factors that characterize or profile a particular type of crime. There is also the related question of to what extent one type of crime differs from another in terms of its predictive profile. For instance, are the predictive drivers of all types of robbery the same or do they differ between one robbery type and another? In this paper, we consider those three crime types with the greatest incidence in the municipality of General de Escobedo in Nuevo Leon, México. The three crimes types were: domestic violence, business robbery, and burglary. Criminal data were obtained from the reports of the police officers who attended the crimes. These reports contain valuable information, such as the hour, day, week, month etc. of the crime. However, they do not contain a description of the type of population which is affected by the crimes. This information was obtained from the AGEBs (Basic Geostatistics Area, in English) provided by INEGI [10] . We performed several different types of analysis, ranging from basic exploratory analysis, using simple statistics, to a more sophisticated classification model using a Naive Bayesian classifier. The classifier was used to determine risk profiles for different crime types and perform a spatial risk analysis at the level of AGEBs using, for example, heat maps as a visualisation tool.
Data Characteristics
The data which we analysed comes from reports made by police officers of the municipality of General de Escobedo in 2012. There are 17 distinct crime types in the data with the highest incidence being associated with domestic violence, business robbery and house robbery. In Table 1 we show the frequencies of the different crime categories.
The original data displayed many inconsistencies and errors, such as typographical errors, domain errors in an attribute and a variation of the field format in the months. As with most data mining projects a substantial amount of time was spent cleaning the data.
Preliminary Analysis of the Data
We will first illustrate the type of exploratory analysis that is possible with this type of data restricting attention to the case of BR (Business Robbery). BR was chosen due to the greater precision with which it could be located geographically and due to the fact that the associated data was of higher quality -less data errors or missing fields. Similar analysis was performed for other crime types but will not be presented here due to space restrictions. Each BR event was associated with a small set of descriptor variables. From these variables initial preliminary analysis could be carried out. The BR characteristics which we worked with are:
Police shift -morning, evening, night, and early morning. X 2 : Time at which crime was reported X 3 : Colonia (Neighborhood) X 4 : Codigo postal (Zip code) C : type of business robbed Some representative results can be seen in Figures 1 and 2 . In Figure 1 we see an increased incidence for BR at weekends and in Figure 2 an increased incidence at night time. With respect to other features, such as month of the year, day of the month etc. no relevant trends were found in the preliminary analysis. However, it was seen that different types of business exhibited different profiles in terms of the above variables. For instance, convenience stores were much more likely to be robbed at night when compared to other business types. In order to determine which features are correlated with and therefore potentially predictive of a given crime we must look for the characteristics X i which are correlated with the crime type considered as a class C. In order to determine these features that are relevant for classifying and predicting a given type of crime we use the statistical diagnostic in equation (1) .
where P (C|x) = N c(x) N x and P (C) = N (c) N t and: N x =number of times that x appears, P (C)=is the probability that my class has, N c (x)=is the number of times x appears in my class, P (C|x)=the probability of belonging to the class given that we have the characteristic x, N (C)=number of times that it my class appears, N t=total number of records that we have.
ε is a binomial test that determines the statistical significance of the observed distribution of co-occurrences of the class C and feature X i relative to the null hypothesis that they are uncorrelated. The associated distribution is binomial but may be approximated in most circumstances by a normal distribution. In this case, |ε (C|X i ) | > 1.96 corresponds to the 95% confidence interval that the observed co-occurrence of C and X i would not have occurred by chance. Hence, we may determine which features are correlated with or predictive of a given crime type.
Having determined those features which are correlated with the class C we may construct a classifier (score function)
whereC is the complement of the class C and X is the vector of relevant features. As P (C|X) is potentially a high-dimensional joint probability it cannot be estimated directly. We can proceed however using Bayes rule and adopting the Naive Bayes approximation. Using Bayes rule
we wish to determine the likelihood function P (X|C). As mentioned, due to the high-dimensional nature of the feature space these likelihoods cannot be determined directly. In the Naive Bayes approximation we assume that the features X i are not correlated therefore
We thus obtain for our classifier
where ln
is a constant independent of the features X i . A high positive score value indicates a higher probability of belonging to the class C, while a high negative score indicates a low probability of belonging to the class. In the case at hand, in order to use this formalism it is necessary to be able to identify events inC. However, the provided data base consisted only of crime events not "non-crime" events! There are several ways to overcome this. In the case of BR for instance, if one had access to a data base with all businesses in the municipality one could determine which businesses had not been robbed and these businesses would formC. Another way to proceed, whch we will adopt here, is to consider C to be a subset of crimes within a wider set. For instance, BR could be the class C andC the class of all robberies that were not BR. In this way we will characterize and profile crimes one relative to another rather than in absolute terms. Thus, for instance, we will determine what are the particular predictive drivers of BR relative to other types of robbery.
Socio-demographic Variables
By having just few variables that can characterize the different crimes, we looked for other sources of information that would have a better characterization of the offences. The source of this new information is the AGEBs (Basic Geostatistics Area, in English) with which you can get 188 variables that describe the population in a particular area.
For the municipality of General de Escobedo INEGI has a division of 121 AGEBs, not all the territory of the municipality is divided, there are areas, mostly in the periphery, where there are irregular settlements that do not have assigned a AGEB, causing that some socio-demographic data cannot be assigned for some reported crimes.
The variables are grouped into population, migration, indigenous population, disability, educational characteristics, economic characteristics, health, marital status, religion and housing; the vast majority of these variables are accounted with regard to the number of people with those characteristics.
Models
The first we did was to geo-code each crime and determine in which AGEB they belong to. From 121 AGEBs in total, we could locate at least one crime in 67 AGEBS, for the remaining AGEBs, there are not records of any crime, which does not mean that the crime was not committed, but is not possible to establish the offence-AGEBs relationship. The possible factors for the preceding situations are: a The AGEB is an unpopulated area. b Lack of information regarding that area. c Irregular settlement. d Inconsistent information to geographically locate the crime. e The crime was not reported to the corresponding authorities.
The previous data are some aspects why you cannot set a relationship between the crime and AGEB.
From the 67 AGEBs with at least one offence a coarse-grain is done due to the fact that each variable has a unique value by which a count could not be done by the value in the variables of the AGEB. Table 2 shows how coarse-grain takes place: first it must be normalized each of the variables, by which POBTOT which is the total of population should be divided between POBMAS which is the total male population; that is how we got the column STANDARDIZATION. This is repeated for the 67 AGEBs and for the 188 variables, then each column corresponding to each variable STANDARDIZATION should be ordered from the least to the greatest, then proceeds to divide the column of STANDARDIZATION into equal sections. In this case as they are 67 AGEBs it was determined to divide them into 8 groups, with which the order creates a new coarse-grain column and assigns the value 1 to the first 8 records, the value 2 to the following 8 records, and so on to assign the value 8 in the last records. Finally a join is done with the records of crimes.
Domestic Violence Model
To create this model we applied the equation 1 and is taken as "domestic violence" class for the type of offence.
The variable male population from 15 years and over with primary school (last level of studies completed) with the value of 8 has the highest epsilon, 8 value indicates that it is in the coarse-grain that contains more people of this type. What can we infer from the information above? Table 3 which contains the 10 records with the highest epsilon, we can see clearly the trend of the domestic violence crime with respect to the level of education; most of the population have either primary completed or incomplete, there are some even illiterate. The previous information leads to an economic adverse situation by not having sufficient studies to get a well-paid job. This is confirmed by the variables private inhabited house with car property and private inhabited house with fixed telephone line, both with a value of 1. Which indicates the existence of population with low purchasing power so that it is below the level of houses with a car or without telephone line, which also indicates a high degree of marginalization. Table 4 shows other relevant variables for domestic violence (these are not the variables that continue in table 3) as you can see, the trend of the economic level is maintained. The variable male population born in another entity with a value of 8 indicates that the majority of the population has emigrated to the municipality, which means they have to rent a room or, in a better case, a social interest housing, there is also the possibility of arriving with a family member, which looks reflected in the variables average of occupants per room , in private occupied houses, private inhabited houses with a bedroom, both with a value of 6, which shows a tendency to have many people living in a small space, while the variable private inhabited houses with two bedrooms and more with value of 2 shows that the majority of dwellings where there is high incidence of domestic violence are houses with no more than two bedrooms. Having more people living in reduced inhabiting spaces, in precarious economic situation and low education level leads to high rates of domestic violence.
In Figure 3 there is a heat map regarding the incidence of domestic violence in each AGEB (red color indicates a higher incidence, white color means little or no presence) as we can see there is a clear trend to the furthest areas from the municipality which are belonging to the periphery of Monterrey city, adjacent to uninhabited areas, some are irregular settlements. The mentioned areas coincide with the variables of the previous analysis.
In the table 5 we have 10 variables with the more negative epsilon, as it is visible, it can be considered the against part of table 3. For example, the variable private inhabited houses with fixed telephone line with the value of 8 and epsilon -8.95, it is the opposite to the variable with the same name in the table 3 but with value 1 and epsilon 9.124. In the table 5, we can see that variables which involve education are those that indicate a higher education level than those with only basic education. All these variables have a value of 8 or 7 and belong to the coarse-grain that brings a greater number of people who have the post-basic education. On the other hand, the variables of education indicate an incomplete or complete basic education with a value of 1 which belong to the coarse-grain with the least number of people of this type. The private houses inhabited with a washing machine with a value of 8 indicates a socio-economic level better than those described in the variables of table 3.
This indicates that the incidence of domestic violence is far less than expected as the level of education rises, the same applies to the economic level. 
Business Robbery Model
Now, we will analyze the model for the crime business robbery and determine what characterizes this offence from others. As seen in table 1 657 businesses robberies are registered, in table 6 you can see the first 10 variables with higher epsilon, there are four variables 10 regarding the location. This allows us to infer that business robbery is characterized by the geographic area of incidence. The rest of the variables tells us where to open a new business more than characterize the business robbery, in other words, the variables as private inhabited houses with washing machine, private inhabited houses with fixed telephone line with a value of 8, all these data indicates the economic level of the area where a business is established. So that, in order to exist a business robbery there must exists a business there. So, where a business must be set?, In a low or in a high socio-economic level area?, It is clear that in an area where the purchasing power of people allows them to purchase products or services offered by a business. Therefore, economic variables, which characterize a business robbery, determine where it is it more feasible to find a business or where people can open one. Figure 4 shows a heat map for the incidence of business robbery, which is concentrated in the adjacent area of San Nicolas de los Garza municipality, the red areas describe shopping areas or industrial zones.
There exist several types of businesses that can share characteristics and others that can be unique for each business in particular, we did a drill-down to select a business subset.
In the country there is a large number of convenience stores, whether they are family or franchise stores (OXXO with 11,000 stores , SEVEN or EXTRA) [9] , which work 24 hours a day, this exposes them to certain risk conditions of being stolen, but this condition is not the only variable that determines the possibility of theft. The total revenue of the year 2012 for the convenience stores in Mexico was 6,948.8 million, and has an estimated increase of 36% in this sector for the year 2017 [6] , which turns to this type of business highly relevant for the national economy. But like any other business, it is exposed to theft. According to the national criminal traffic light during the years 2012 and 2013, the business robbery in Nuevo Leon was over the national average [7] and in the criminal traffic lights of the municipality of General de Escobedo during the years 2012 and 2013 there was an increase over the historical average. [8] The gas stations share some features with the convenience stores, the most outstanding is that they are available 24 hours a day, in many cases a convenience store, OXXO -SEVEN -EXTRA, is physically located in a gas station. What we aim is to classify the convenience stores and gas stations robberies by means of different characteristics; for example, the time of the crime, location, etc.
The variable with greater epsilon is the EARLY-MORNING Turn with 6.1941. The table 7 shows the four values for the variable turn, where the occurrence trend of crime type GSO is clearly seen at nights, increasing substantially in the early morning and down on the day and in the evening. This is most visible in table 8 where you can see how from 8 pm the epsilon has a positive sign and this trend is maintained until 6 am o'clock, We also see that the value of epsilon grows from 9 pm until 2 am, then it decreases, but maintains a positive sign up to 7 am. The time is an important variable for businesses as gas stations, OXXO -SEVEN -EXTRA since all these establishments work 24 hours. 
Business Robbery Subset Model
In figure 5 there are some series of bars representing the number of incidences of type (GSO), for this case there were used very specific points due to we obtained the location (coordinates) from the establishments type GSO. As you can see the incidence is higher in those establishments which are located in important ways of communication as opposed to those found within the neighborhoods. For example, at the beltway intersection from Saltillo to Nuevo Laredo and the road to Colombia (see Figure 5 on the right) there are two establishments that have a total of 42 theft from 270 over a period of a year. This is because they offer a 24 hours service and its location has different escape routes coupled with they are settled on the periphery between the municipality and Monterrey city.
In the case of the gas station with a bigger number of theft, 12 robberies from 71, is highly insulated and the way in which the crime is committed is; when a vehicle is loading fuel and gets underway without paying it, this is encouraged by the isolated gas station because it is located in the beltway from Saltillo to Nuevo Laredo and there are only uninhabited lands.
House Robbery Model
For house robbery there are recorded a total of 419 crimes. In table 9 we observed a series of variables with higher epsilon, which outline house robbery. With these variables, we see a trend of home theft determined by the location and the socio-economic level where the dwelling is located. With the help of Figure 6 see the geographical location of the areas with the highest incidence of r house robbery, mostly in the northeast, also it was located a small signal regarding the possible timetable of house robbery which is from 4 pm to 8 pm, but we have to keep in mind that the time is the moment in which it the crime was reported. Therefore it can be assumed that the reason for this time is that during this schedule is when people return to their houses and becomes aware of the offence, which also allows us to assume that the vast majority of house robbery is performed when there are no people in the housing.
Conclusions
In this paper we have modeled three different crime types using a Nave Bayes classifier using data taken from the municipality of General Escobedo in Nueva Leon. One of our chief conclusions is that in order to develop tools for decision support or intervention in crime in Mexico it is first necessary to develop a framework in which crime data can be reported and recorded in a faithful and timely fashion. Effectively, if we wish to predict crime we need to first plan to predict crime. There are several key elements associated with this notion: First of all, it is necessary to be able to record at the crime scene relevant characteristics of the crime. This could be simply done with a smart phone app. In particular, the crime should be georeferenced. Next the data should be transferred to a central data base from which any relevant analysis could be carried out. Another important conclusion is that crime is complex. What we mean by that in the current context is twofold: First, that there exists an extremely large universe of potential predictors that are risk factors for crime and, secondly, that there is a rich hierarchy of crimes themselves each with its own predictive profile. For instance, as we saw in this paper, the profile for business robbery and the subgroup of convenience stores and gas stations share different characteristics but others are quite defining for the sub-group, the time variable is an example, even within the subset of the type GSO we can separate only stores or gas stations only and see how it affects the businesses location differently. How isolated an establishment is can result in an increased number of thefts, as this was the case for convenience stores that are on the periphery of occupied areas and are therefore quite isolated. The same applies to the gas stations with the largest number of robberies.
In spite of the complexity of the problem and the sparse data available we have shown that first of all a data mining approach to predict many different types of crime is possible and that, indeed, there is a substantial degree of predictability; and secondly, that risk profiles for a crime type can be determined which can then lead to possible directed interventions by the authorities or local communities. In particular, by appending socio-economic and socio-demographic data from the Mexican census we saw that rich profiles associated with where the crimes took place could be generated for the different crimes types. Drill downs can be performed by neighborhood, zip code, AGEB, crime, it can even be done by each establishment type, but it will always be conditioned to the data quality.
We found that domestic violence in particular was associated with a very characteristic profile in terms of the socio-economic and socio-demographic characteristics of the areas where domestic violence events were more common. Among these were low educational achievement, presence of very small children, relatively large immigrant population and cramped living conditions. All these are social stress factors that together paint a coherent picture of the circumstances under which domestic violence is more likely. However, here we see their relative contributions as measured by the Nave Bayes score in a multifactorial setting. Of course, we must emphasise that here we are not necessarily identifying direct causal factors but, rather, statistically significant correlations.
